
Cyber Security 
Strategy Update



What is the Cyber Security Strategy?

Produced on the basis of 
NCSC Guidance and LGA 
Cyber 360 Review

A Strategic view ahead, not 
prescriptive

Linked into the Council’s 
Visions, IT Strategy and 
Transformation Programme

Following best practice 
guidance from multiple 
sources



What is the Cyber Security Strategy?

Aligned to International best 
practice and advice from the 
NCSC, DLUHC, ISO and NIST

Forming part of 3 year 
strategy with annual review

Something that progress can 
be measured against

Draft version nearly ready to 
be shared wider



Progress so far…

Looking ahead and supporting major migration to Cloud

Modern security controls, to protect the Council now and into the future

Focus on using existing tools and tooling from existing suppliers, to give an 
integrated view

Based around NCSC CAF (Cyber Assessment Framework), future replacement for 
standards to connect to Government and NHS data networks



What will the strategy look like

• Governance Framework
• Risk Management
• Asset Management
• Supply Chain Management
• Protection Policies and Procedures Framework
• Identity and Access Controls
• Data Security
• System Security



What will the strategy look like continued

• Resilient Networks
• Staff Training
• Security Monitoring
• Proactive Security Discovery
• Response and Recovery Planning
• Lessons Learned Culture



Thank you, for your time..!

Are there other areas you 
think the strategy should 
cover or focus on?


